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Legacy Space Vehicle Cyber Protection

Ex. GPS Constellation
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• On-orbit assets can only accept software updates “bolt-on”
• Therefore, making it difficult to properly design-in needed 

security

• Properly and safely implementing onboard autonomous 
response
• Designs do not include cyber requirements with respect to 

compute
• Could be harmful while competing for compute resources
•

• “Bolt-on” defenses do not FIX the problem -> Ex. Detection

• Effects due to faults and/or space weather can show up as 
cyber-attacks -> response needs to be appropriate



Distro A
Future USSF Space Architecture  Missions Distro A

Future USSF Space Architecture & Missions

Golden DomeProliferated Warfighter 
Space Architecture (PWSA)
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Muli-Agent/Cooperative/Inspection

Starshield & Starlink

On-Orbit 
Servicing/Refueling

Autonomy/Lights-out
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Increasing Attack Surface

We want to keep our critical satellite systems, C2, and data secure, AND 

we want to greatly expand operational flexibility through integrated

architectures BUT this will vastly increase cyber-attack surfaces and vulnerabilit ies …
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Comprehensive Space Vehicle Cybersecurity and Resiliency

Security

• Hardened trusted core
• Reduce attack surface
• Reduce impact in case of 

compromise
• Flexible architecture allowing 

for mission posture
• Allow integration of Resiliency 

Mechanisms

Resiliency

• Detection
• Protection
• Recoverable
• Adaptable
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Next-Gen Cybersecure & Resilient Space Vehicles
A foothold on the space vehicle that allows the DCO be alerted to cyber-attack, isolates, and provides mechanisms for 

protection and recovery

Co-orbital

Supply Chain, Insider, compromised

• Space Vehicle Self-Protection
• Space Vehicle Cyber Situational Awareness

Ground-based

Onboard capability for Space Cyber

ENTERPRISE – Cyber Situational Awareness
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6 STS
SSIO COLLIDER EVENT

CAPT HARELD 
KIM COLGAN

This briefing is for information only. No U.S. Government commitment to sell, 
loan, lease, co-develop or co-produce defense articles or provide defense 
services is implied or intended.
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