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Legacy Space Vehicle Cyber Protection

On-orbit assets can only accept software updates “bolt-on”
* Therefore, making it difficult to properly design-in needed
security

* Properly and safely implementing onboard autonomous
response
* Designs do not include cyber requirements with respect to
compute
* Could be harmful while competing for compute resources

* “Bolt-on” defenses do not FIX the problem -> Ex. Detection

Ex. GPS Constellation

» Effects due to faults and/or space weather can show up as
cyber-attacks -> response needs to be appropriate

D |Str0 A Approved for public release; distribution is unlimited. Public Affairs release approval # AFRL-2026-1747 3
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Future USSF Space Architecture & Missions

&
$

Rogid Reapoase Launch Commoicially Derived
ProWoroted Grousd C2 User Equipment

Proliferated Warfighter
Space Architecture (PWSA)

Servicing/Refueling

D |Str0 A Approved for public release; distribution is unlimited. Public Affairs release approval # AFRL-2026-1747
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Increasing Attack Surface

Legacy & Current Future Capabilities Increasing Attack
Surface &
Vulnerabilities

Increasing critical capability on space vehicles

: * makes them a target
.+ HIW & SIW supply chain  Muiti-Agent/Cooperative missions Pttt it
- Bugs + Autonomous systems : |
. - - - Configurable
+  Malware + Fully reconfigurable missions O | e I S D :
« Open source/COTS ] ] 1L ST )
trustworthiness + Constellations/Networked/Hybrid Lo e .
¢ Integrated Air & Ground networks Next-Gen Space Vehicle Flight Software Stack

+ Decisions and Response on the Edge
+ Sensor Data generation/Processing

We want to keep our critical satellite systems, C2, and data secure, AND
we want to greatly expand operational flexibility through integrated

FHCRISEUTEs  BUT this will astly increase cyber-attack surfaces and vulnerabilt jes...

D |Str0 A Approved for public release; distribution is unlimited. Public Affairs release approval # AFRL-2026-1747 5
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Comprehensive Space Vehicle Cybersecurity and Resiliency

Security Resiliency

* Hardened trusted core * Detection

* Reduce attack surface * Protection

* Reduce impactin case of * Recoverable
compromise * Adaptable

* Flexible architecture allowing
for mission posture

* Allow integration of Resiliency
Mechanisms

D |Str0 A Approved for public release; distribution is unlimited. Public Affairs release approval # AFRL-2026-1747
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Next-Gen Cybersecure & Resilient Space Vehicles

A foothold on the space vehicle that allows the DCO be alerted to cyber-attack, isolates, and provides mechanisms for
protection and recovery

* Space Vehicle Self-Protection

Co-orbital * Space Vehicle Cyber Situational Awareness

Ground-based

Onboard capability for Space Cyber

Cyber Ground C2 Defensive Cyber Operations - Space

THE AIR FORCE RESEARCH LABORATORY
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SPACE SYSTEMS INTEGRATION OFFICE SSIO Deliverables and Products

Space Systems Integration Office Requirements and Reviews

SASAE & SASC2| Appointments Primary Products

Ensure integration of space C2 capabilities

Design Reference Mission (DRM)
across USSF PEOs, PAEs, SSC SYDs, & mission /

Integrated Requirements Doc (IRD)

partners / / ' Enterprise Mission
- Enterprise Integrated Schedules > Integration
g 4 Aralve
. i = FY25 National Defense Authorization Act (NDAA) Zé _— Integrated Assessment (Strategy/Plan) and Analysis
e | i Section 1607 (Space C2 & Integration) .

— Mission Engineering Thread (MET)
Provide architecture & integration support to

C3BM PEO / POM Priority Recommendations
NDAA Conduct mission thread reviews / / Space Enterprise Governance e
: ; nterprise Technica
_A_ Recommend Program Objective Memorandum / / Enterprise Integration Memos (EIM) g G':wernance
ﬁ:,':"_ (POM) investment priorities / Enterprise Standards and Requirements
—— Coordinate and execute systems engineering / / -~ Digital Ecosystem (DEco)
=y , —
Administration control boards for system-to-system interfaces / / - : -
Priorities : / _~ Foundational Cross-cutting Capabilities =
Improve PEO/PAE/SYD integrated capability |

Prioritization

SSIO products will influence future requirements through based on Industry Capability

U.S. SPACE FORCE
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SPACE SYSTEMS INTEGRATION OFFICE

SSIO Focus Areas

Enterprise Capabilities &

A

Modernization
Col. Rob Enrico

Cyber Integration

Crypto Modernization

Spectrum
Management & Space
Environment

Industrial Base &
Supply Chain

Digital Ecosystem &
Artificial Intelligence

Mission Enterprise Integration

Mr. Al Matos

Ops Analysis

Enterprise Integrated
Master Schedules

Risks, Issues, & Gaps

Mission Engineering
Threads & MBSE

Integrated

Requirements

Document

Integrated Assessments
Strategy / Report

DAF Battle Network
ICDs & AO / ATOs
(C3BM Support)

Design Reference

Missions

DAF: Department of Air Force

ICDs: Interface Control Document
AO/ATO: Authorization to Operate
MBSE: Model Based Systems Engineering

Governance
Mr. Mark Honda

Enterprise Governance

Integration Command
Media

Integration Enforcement

Enterprise Technical
Baseline

@

_Enterprise Engineering &

UNCLASSIFIED



UNITED SSATES

SPACE FORCE
Integrating the Space Cyber Enterprise

Capt Adeeb Islam
Cyber Integration, Chief

Distribution Statement A. Approved for Integrate to Dominate!
public release: distribution unlimited.



UNCLASSIFIED .
SPACE SYSTEMS INTEGRATION OFFICE SSIO Deliverables and Products @

Cyber Enterprise Mission Engineering * Objectives
Primary Products

« Establish, document & lead assessment of
cyberspace warfare Design Reference
Missions

Enterprise Capabilities &

@ Modernization
iy Col. Rob Enrico ~ Design Reference Mission (DRM) i

Develop Mission Engineering Threads for
defensive cyberspace warfare mission set

Integrated Requirements Doc (IRD) | Enternn
| :;?;:;::e « Capture Risks, Issues and Gaps in the METs
Cyber Integration Enterprise Integrated Schedules \ > Integration and operational implementations
and Analysis « Build Integrated Requirements for the

_Integrated Assessment (Strategy/Plan)

/

defensive cyberspace warfare mission set

™ Mission Engineering Thread (MET)

Crypto Modernization * Objectives
Cyber Enterprise Requirements & Future Tech + Identify Space Vehicle Cyber Technology
Primary Products Gaps and Priorities
Spectrum \ N «  Provide data to support SSIO S&T
Management & Space gom— : portfolio and Air Force Research
Environment POM Priority Recommendations : Laboratory (AFRL) Investment decisions
Fr':g:i::f » Develop Space Vehicle (SV) Cybersecurity
Govémsnca Requirements and Standards for future
Industrial Base & & Reaui systems
> equirements
Supply Chain Enterprise Standards
These efforts culminate to
. Foundational Cross-cutting Capabilities posturing the Space Enterprise to
Digital Ecosystem & .
i " < Space Futures protect and defend against
Artificial Intelligence — Tech i
USSF S&T Prioritization emerging threat landscape

U.S. SPACE FORCE

UNCLASSIFIED 6



UNCLASSIFIED

Integrating a Threat-Informed Framework
N BN BN BN BN B W W §T

-
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" DoW has published substantial policy, doctrine and engineering documentation to assist in guiding the
development and fielding of secure IT and computing systems

" DoW embracing zero trust as the primary framework for ensuring protection against emerging
threats

" Typical cyber protection and mitigation approaches (including zero trust) require adjustments due to
unique physical access and environmental characteristics of Space Vehicles

Implementation of a threat-informed framework integrating new technological defenses

is essential for all new spacecraft to ensure space-based warfighter operations through
contested cyberspace

UNCLASSIFIED
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Objectives:

Amend existing directives and
guidance with SV-specific,
implementable guidance and direction
to streamline acquisitions and
integration of advanced cyberspace
defense

Leverage threat models to
emphasize protection against the
highest priority threats

Highlight existing technology and gaps
to optimize investments and reduce
program Non-Reoccurring
Engineering (NRE)

Streamline acquisitions and
integration of advanced cyberspace
defense into space programs

UNCLASSIFIED

Threat Informed Framework — Emerging Products

SPARTA

Spacecraft Threat
Tactics and Techniques

Key DoW Cybersecurity Guidance

DoD
CSRA

Cybersecurity
Survivability
Endorsement

(CSE)

DoD
Zero Trust
Strategy

CNSSI
1253F Att2
SPO

Spacecraft Reference Architecture

Defense In Depth Layers

SV Cybersecurity
Reference Architecture

SV Cybersecurity
Technology Catalog

=

THREAT INFORMED SV CYBER FRAMEWORK USED

TO ASSIST FUTURE ACQUISITON DECISIONS

UNCLASSIFIED
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" Defines the security capabilities
required within a Space Vehicle to
achieve Zero Trust outcomes and
ensure mission assurance in a
contested domain.

" Closely aligned with threat
countérmeasures, capabilities
within the Reference Architecture
(RA) will

® Be allocated to specific portions of a
spacecraft architecture, including
efense-in-depth layer

® Retain documented links to policy or
requested stakeholder needs to
support compliance assessment

® Establish alignment against threat
TTPs to provide a foundation for
derived requirements and design
guidance to be properly threat-
informed and aligned

Identify Zero Trust capability areas for space vehicles by associating threat to defensive measures

UNCLASSIFIED

IDENTITY

ID-01: Identity Provisioning/
Credentials

1D-02: Mutual Authentication
(Ground <> Space <>
Crosslink <> Subsystem)

ID-03: Session Management
& Identity-Aware Command
Execution

1D-04: Authorization &
Privilege Control
(RBAC/ABAC/MBAC)

1D-05: Identity-Bound Data
Access & Data-Centric
Security

1D-06: Identity Telemetry,
Monitoring & Analytics

1D-07: Intra-System
Identity Validation
(Internal Bus Enforcement)

1D-08: State, Mode, and
Session Aware Identity
Enforcement (e.g., dynamic)

1D-09: On-Orbit Credential &
Key Lifecycle Management

DEVICES

DV-01: Trust Anchors
(Hardware or Software)

DV-02: Secure Boot &
Boot-Time Verification

DV-03: Firmware &
Configuration Integrity
Protection

DV-04: Runtime Integrity
Monitoring & Attestation

DV-05: Device Identity &
Cryptographic Binding

DV-06: Least-Privilege
Hardware Access Control

DV-07: Hardware Interface
Protection & Access
Enforcement

DV-08: Data Protection on
Devices (At Rest & In Transit)

DV-09: Device Logging,
Telemetry & Trust Analytics
DV-10: Device-Level

Fault Containment &
Autonomous Recovery

UNCLASSIFIED

NETWORKS

NW-01: Network Access
Control & Authentication
for All Links

NW-02: Network
Segmentation &
Micro-Segmentation

NW-03: Secure Routing,
Switching & Path Validation

NW-04: Network Encryption
& Cryptographic
Segmentation

NW-05: Traffic Integrity,
Timing & Freshness Validation

NW-06: Network Telemetry,
Monitoring & Analytics

NW-07: Network Configuration

Integrity & Attestation

NW-08: Dynamic Re-Keying
& Cryptographic Session
Management

NW-09: Network
Logging & Audit

APPLICATIONS
& WORKLOADS

AW-01: Workload Identity
& Signature Verification

AW-02: Secure Execution
Environment & Isolation
Domains

AW-03: Least-Privilege
Enforcement &
Capability-Based
Access Control

AW-04: Runtime Integrity
Monitoring & Continuous
Attestation

AW-05: Secure Update,
Patch, & Deployment
Mechanisms

AW-06: Data-Centric
Protection Within
Applications

AW-07: Application
Behavior Monitoring,
Telemetry Correlation,
& Anomaly Detection

AW-08: Comprehensive
Audit Logging & Onboard
Policy Enforcement

DATA

DT-01: Data Classification,
Labeling & Metadata
Binding

DT-02: Data Encryption

& Integrity Protection

(At Rest, In Transit, In Use)

DT-03: Data Access
Control & Least-Privilege
Enforcement

DT-04: Data Provenance,
Traceability &
Chain-of-Custody

DT-05: Secure Data
Storage, Segmentation &
Compartmentalization

DT-06: Data Lifecycle
Governance (Retention,
Sanitization, Deletion)

DT-07: Data Audit
Logging, Monitoring &
Anomaly Detection

VISIBILITY &
ANALYTICS

VA-01: Telemetry & Event
Collection Framework

VA-02: Distributed Logging
& Tamper-Evident Storage

VA-03: System-wide /
Cross-domain Correlation
& Analytics Engine

VA-04: Identity-bound
Observability Data
(telemetry, logs, etc.)

VA-05: Data Labeling,
Classification, & Policy
Enforcement for Telemetry

VA-06: Autonomous
Detection & Onboard
Response

VA-07: End-to-End Audit
Fabric & Forensic
Reconstruction

VA-08: Ground to Space to
Crosslink Observability
Integration

VA-09: Model & Rule
Validation for AVML
Analytics

NOTIONAL CAPABILITIES SET

Sample SV Cybersecurity Zero Trust Capability Set

AO0-01: Policy-Driven
Autonomous Decision
Engine

AO0-02: Cross-Domain
Orchestration

AO0-03: Automated Response
& Containment Mechanisms

A0-04: Identity Aware
Automation

AO0-05: Context and Mission
Aware Enforcement

A0-06: Secure Workflow &
Playbook Management

A0-07: Autonomous
ZPolicy Distribution &
Synchronization

A0-08: Closed-Loop
Detection, Decision,
Enforcement Integration

AO0-09: Event Provenance,
Audit, and Traceability for
Autonomous Actions

A0-10: Safety-Guarded
Automation & Fail-Safe
Controls
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A.1 |dentify

A.1.1 Identify
users

A.1.2 |dentify
devices

A.1.3 Identify
services

A.2 Manage

A.2.1 Manage
users

A.2.2 Manage
devices

A.2.3 Manage
configuration

UNCLASSIFIED

DoD CIO Reference Architecture

CSRA Activities and Sub-Activities

A.3 Control

A.3.1 Macro
segment network

A.3.2 Micro
segment network

A.3.3Macro
segment
environment

A.3.4 Micro
segment
environment

A.4 Protect

A.4.1Tag data

A.4.2 Encrypt
data

A.4.3 Enforce
security policies

A.5 Detect

A.5.1 Detect
anomalous
behavior

A.5.2 Inspect
traffic content

A.5.3 Inspect
traffic

measurements

" A6 Analyze

A.6.1 Log event
data

A.6.2Log
inspection results

A.6.3 Analyze
eventdata

A.6.4 Analyze
inspection resuits

Note: Not all activities will make sense to do at each defense-in-depth layer

Ref: DoD CIO Reference Architecture: https://dodcio.defense.gov/Portals/0/Documents/Library/CS-Ref-Architecture.pdf

UNCLASSIFIED

' A7 Automate

A.7.1 Automate
policy-based

A.7.2 Automate
event-based

" A8 Orchestrate

A.8.1 Integrate
threat intelligence

A.8.2 Integrate
automated

workflows
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SV Cyber Technology Catalog Framework

This framework organizes SV

cybersecurity technologies using:

1. SV Defense-in-Depth Layers (where
technology is implemented)

2. DoD CSRA Activities (what security

TECHNOLOGY FOR CATEGORIZATION

Y BT s OO A S ——. functions it provides)
DEFENSE- l i ==
IN-DEPTH SV FLIGHT SV AVIONICS | CRYPTO/COM
DATA SOFTWARE | | HARDWARE Ll LINK
The result is a populated technology
_— catalog that enables programs to:

» Identify technology gaps (Red)
= Accelerate Acquisition of Mature
Solutions (Creen

Tech Catalog for
SVD

11
UNCLASSIFIED



SPACE SYSTEMS INTEGRATION OFFICE

Company Information

o Describe your company's experience in developing and
integrating cybersecurity and cyber defense solutions for
space systems

o Participation in space AO cyber security events?

o Provide examples of current and previous projects
demonstrating your expertise in payload integration and
cybersecurity

o ldentify major primes

Technology Catalog

o Describe the specific cyber capabilities you offer that can be
integrated onboard spacecraft within the next five years.

o How do you expect your solution to fit within the framework:

o Defense in Depth Layer/Category
o DoD CIO Cyber Survivability Reference Architecture Activities

@

Maturity, Cost & Integration
o Whatis the current Technology Readiness Level

(TRL) of your proposed solutions?

o Costchallenges towards TRL 9 progress

o Approach to integrating your cyber capabilities onto
existing and future spacecraft architectures

o Modularity and compatibility with various platforms

o Impacts on spacecraft resources

Requirements Applicability

o Which portions of the following frameworks does your
technology address:

o Zero Trust
o CNSSI 1253 App F Att 2 (Space Platform Overlay)
o Cyber Survivability Endorsement

U.S. SPACE FORCE
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SPACE SYSTEMS INTEGRATION OFFICE

Next Steps

 Engage with us today: Let's discuss where your technologies fit for SV
Cyber Defense.
* Quad Chart Template: Build a quad chart to be submitted; a template is
provided on the following slide
e Submit your information: Provide comments on
* The technology catalog framework
* Details on your capabilities for inclusion in the Technology Catalog
* Future Opportunities: This catalog will be a living document, driving
future requirements, informing investment decisions, and creating
opportunities for collaboration

Q&A / Contact Information
Capt Adeeb Islam

adeeb.islam.1@spaceforce.mil
(310) 653 9226

U.S. SPACE FORCE 13
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SPACE SYSTEMS INTEGRATION OFFICE @
Key DoW Cybersecurity Reference Architectures & Frameworks
CJCS Cyber Survivability Endorsement (CSE) DoD Cybersecurity DoD Zero Trust RA & Strategy
E-.....'..‘ ‘—— 3 - "; | p Reference Architectuzem (CSRA)
> 0 ,

Department of Defense (DoD)
ro Trust Reference Architecture

Version 5.0

January 30, 2023

Version 2.0
July 2022

-CSA 01 - Control Access (not RMF Access Control)
-CSA 02 - Reduce Cyber Detectability

-CSA 03 - Secure Transmissions and Communications
-CSA 04 - Protect Information from Exploitation

-CSA 05 - Partition and Ensure Critical Functions at Mission
Completion Performance Levels

-CSA 06 - Minimize and Harden Cyber Attack Surfaces - T
-CSA 07 - Baseline & Monitor Systems, and Detect Anomalies gpee avew | | ETCSN S S

4 by the Defense Information Systems Agency
nd National Security Agency (NSA) Zero Trust
Engineering Team

Prrrerst B2

.,.. EE
-CSA 08 - Manage System Performance and Enable Cyberspace W NI E . mEm M. SN ES
Defense soew | e | 2| BOREN EEEE [
-CSA 09 - Recover System Capabilities = L

-CSA 10 - Actively Manage System’s Config. to Achieve and Sustain
an Operationally Relevant Cyber Risk Posture

These references are key to build a threat informed framework, but are not tailored for the Space Environment

U.S. SPACE FORCE
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* The official set of tailored cybersecurity
requirements for U.S. National Security

CNSSI 1253 Appendix F - Attachment 2 (Space Platform Overlay)

Systems (NSS) operating in space
It modifies the standard CNSSI 1253
controls to create a realistic and effective
baseline specifically for the space
platform and its associated link

segments (e.g., space-to-ground
communication).

 The Space Overlay tailors controls based
on several core assumptions about the
operational environment

Space Platform Overlay

1. Purpose and Scope

CNSSI 1253 AppF Att2:
Space Platform Overlay

For a threat informed framework, security controls alone aren’t enough
UNCLASSIFIED



UNCLASSIFIED

Space Attack Research & Tactic Analysis (SPARTA)

-
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® Cybersecurity matrices are industry-standard tools and approaches for commercial and government users
to navigate rapidly evolving cyber threats and vulnerabilities and outpace cyber threats

®" They provide a critical knowledge base of adversary behaviors

* Tactics across the top row of the matrix, with technigues and sub-technigue(s) listed underneath

" Framework for adversarial actions across the attack lifecycle ;G - TS T oty Ovears v
with applicable countermeasures The'why' < Exesston 78 P04\ swe Gran

\

of a technique kDefense Evasion ,/
v

Procedures would be detailed implementation of a technigue or
sub-technique being executed by threat actor (i.e., step by step)

® Aerospace’s SPARTA matrix is the first-of-its-kind body of knowledge on cybersecurity protections for
spacecraft and space systems, filling a critical vulnerability gap for the U.S. space enterprise. Promotes
threat informed (i.e., Techniques, Tactics, and Procedures (TTPs)) defense-in-depth

Space Attack Research & Tactic Analysis (SPARTA)

show sub-techniques  hide sub-techniques

Reconnaissance Resource Development Initial Access Execution Persistence Defense Evasion Lateral Movement Exfiltration e
9 techniques 4 techniques 12 techniques 15 techniques 4 techniques 6 techniques 4 techniques 9 techniques 6 techniques
Gather Spacecraft Design Information s 1 Acquire Infrastructure 3 i1 Compromise Supply Chain i) i Replay . Memory Compromise () Disable Fault Management () Hosted Payload [ Replay @ Deception (or Misdirection) i)
Gather Spacecraft Descriptors 3 11 Comgromise Infrastructure ez i Compromise Software Defined Radio (o) m m{pnm and Timing {PNT) Backdoor (z) 1 Prevent Downlink (3 it Exploit Lack of Bus Segregation @ Side-Channel Attack (g o Disruption

Bather Spacecraft Communications , Obtain Capabilities 7 i Crosslink via Compromised Neighbor ) Ground System Presence o Modify On-Board Values 12 it Constellation Hopping via Crosslink iz Eavesdropping u Denial gy
Information n Modify Authentication Process i

Incorporate toolsets like SPARTA as part of the threat informed framework

17
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Cybersecurity-Related Policies and Issuances

Developed by the DoW Deputy CIO for Cybersecurity
Last Updated: April 28, 2026
Send questions/suggestions 1o contact@csiac.org
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6TH SUSTAINMENT SQUADRON

Integrated Mission Delta Posture

USSF SAE

4 e Mission - Rapidly field and enhance tools
and capabilities to enable cyberspace
warfare operations

 Vision - Combat-ready and . MD6/CC
responsive weapons that enable MD 6/CD & SPD
Space Force cyberspace operators to
dominate the domain.

6 STS is a cradle to grave
R acquisition and
6 STS LI sustainment organization
Acquisition Authority Lt Col Jason Altenhofen I for DCW Capabih't,"es
Commander & System Program

Command Authority Manager

Truly an integrated provider to operational Cyber Guardians

Elite Weapons - Elite Operators - Elite Organization - Elite Operations )
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